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Secure Your

@iWay Email

A Step-by-Step Guide to Two-Factor

Authentication (2FA)
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iWay Two Factor
Authentication (2FA)

1. What is Two-Factor Authentication (2FA)?

All @iWay email accounts support a powerful security feature known as two-factor authentication
(2FA). This method protects your mailbox by requiring:

e Something you know - your password
e Something you have - your smartphone

Once enabled, 2FA will be required across all devices and Apps used to access your @iWay email. It is
supported and recommended by all major platforms.

2. Why 2FA Matters

By combining your password with a unique PIN generated by an App on your smartphone, 2FA provides
enhanced protection:

« Prevents unauthorized access even if your password is leaked or reused on other platforms.
» Adds a second layer of login verification.

e Deters brute-force attacks.

Simply put: Without both your password and the real-time code from your phone, no one can log in.

3. How 2FA Works

1. You enter your regular password.

2. You’re prompted to enter a unique, time-sensitive code from an Authenticator App on your
smartphone.

3. If both credentials are correct, access is granted. Otherwise, login is blocked.
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How to Enable 2FA in
the iWay Webmail

Step-by-Step Instructions (Modern Interface)

1. Log in to your iWay Webmail
* Go to:

>» Preferences — Accounts —» Setup two-step authentication

Ll

Calendar Tasks Briefcase Preferences

Save | Cancel Undo Changes

V¥ Preferences

§§S General

< Accounts Account Name Status Email Address

coun

Mail Primary Account oK 2faiway@iway.na 1

# Signat
L Sl Add External Account = Add Persona Delete

@ Out of Office
& Trusted Addresses
@ Contacts

1 Calendar Email address: 2fz iway.na

@ Shari
& = Account Name: | Primary Account

[ Notifications

S Import / Export Settings for Sent Messages
[£] Shortcuts From: Choose what appears in the "From" field of email messages
B Zimlets e.g. Bob Smith 2faiway@iway.na v

Reply-to: |_|Set the "Reply-to" field of email messages to:
e.g. Bob Smith

Signature: Manage your signatures ...

Account Security: Using standard authentication ~ Setup two-step authentication ..

“« o« June 2025 > »
S M T W T F § Password Recovery Account Settings:
T2 3 4 5 6 7 Account
8 9 10 11 12 13 14
15 16 17 18 19 20 21
2 23 24 26 27 28 Enter an email address to set as your password recovery email.
=" 4 -
& EL 2 8 & £ Email: Add Recovery Emai
6 7 8 9 0 Nn 2
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2. Setup Two-Factor Authentication

> Click —» Begin

Two-step authentication adds additional security to your account by requiring not only
your username and password, but also a code from your smart phone. This added level of
security makes it much more difficult for your account to be compromised by an intruder.

Choose "Begin Setup” to configure your smart phone to generate a secure code. Once

your phone is configured, you may choose to be prompted for a code each time you sign
in, or you may choose to remember a device you trust.

Begin Setup | Cancel

3. Confirm Password

You will first be prompted to verify your account with your current password.

« Enter your current password

» Click —» Next

Confirm Password

Before setting up two-step authentication, you must provide the password for the
account "2faiway@iway.na".

Password: |eeeesese

Previous Next Cancel
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4. Download an Authenticator App

Before proceeding, install an Authentication App on your smartphone.

RECOMMENDED APPS:
e Duo Mobile
e 2FAS

o Or any Authenticator App you already use (e.g., Google Authenticator)

Install an authentication app for your smartphone

Download and install an authentication app on your smartphone. Information regarding
supported authentication applications can be found at:

https://wikizimbra.com/wiki/TOTPApps

Once it has been installed, you will need to configure the application using your mobile
phone's number, and then add a new account for this email service. When that is
complete, click the Next button to continue.

Previous Next Cancel

5. Link Your @iWay Account

e Open your chosen Authenticator App
o Create a new account for your @iWay email

o Enter the unique key shown on your screen into the Authenticator App

Connect your email account

When prompted, enter the following key:

HFAD 2 udzsa/s FADKQ

Previous Next Cancel
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6. Enter the Authentication Code

The App will now show a 6-digit code
o Enter this code back on the iWay Webmail setup screen
> Click —» Next

Enter code to confirm setup

Once you have entered the key, enter the 6-digit verification code generated by the
authentication app.

Code:

Previous Next Cancel

7. Complete Setup

>» Click —» Finish

Success!

You have successfully configured your authentication app to provide security codes for
this email service. You will be prompted for a code each time you sign in. In the event you
don't have access to your phone, you may also print out a set of one-time codes that can

be used to sign in.

Click "Finish" to complete setup and activate two-step authentication for your account.

Finish

Congratulations! Two-factor authentication is now enabled.
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What Happens Next?

Every time you log in to your @iWay account:

1. Enter your password

2. Enter the current 2FA code from your Authenticator App

This double-check keeps your account secure even if your password is compromised.

| ]

Default v

||
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Setting Up 2FA for
Email Applications

If you are using an email application such as Microsoft Outlook, Thunderbird, or

other mail clients, you need to complete these additional steps to ensure it works with
your new 2FA-enabled @iWay account.

1. Add an Application Code

e Go to:

>» Preferences —» Accounts —» Add Application Code

LIV o~
Mail ~ Contacts ~ Calendar  Tasks  Briefcase  Preferences
Save | Cancel Undo Changes
¥ Preferences - -
Account Name: | Primary Account
{é’} General
) Accounts Settings for Sent Messages
& Mail From: Choose what appears in the "From" field of email messages
& Signatures IwayEmailTest iwayemailtest@iway.na v
£ Out of Offce Reply-to: |_|Set the "Reply-to" field of email messages to:
 Trusted Addresses
e.g. Bob Smith v
@ Contacts
Signature: Manage your signatures ...
9 Calendar
@ Sharing Account Security: Using two-step authentication  Disable two-step authentication ...
@ Notifications One-time Codes: 10 unused codes View
% Import / Export 5 5
= Trusted Devices: You have 0 trusted device revoke this device  revoke all other devices
&) Shorteuts Applications: Create passcodes for applications that don't support two-step authentication
B Zimlets
Name Created Last Used
No results found.

« July 2025 » o» Add Application Code | Revoke Code
< M T w T F g
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2. Name the Application

o Enter a descriptive name for the App that you are using (e.g. Outlook on Laptop or Outlook - Work PC)
» Click —» Next

Mail Contacts Calendar Tasks Briefcase Preferences
Cancel Undo Changes

Preferences

Account Name: | Primary Account

LSS Settings for Sent Messages
Mai From: Choose what appears in the "From" field of ema
gn IwayEmailTes est@iway.na v
Reply-to: | _|Set the "Reply-to" field of email messages to /
Add Application Code
Signature:
If your application does not support two-step authentication, gener; passcode |

to authorize the application the first time you use it to sign in ur account.

Account Security: Using two-st

One-time Codes: 10 u

Application Name: Outlook{

Trusted Devices: You

Applications: Crea

Next Cancel

No results found.

“« uly 2025 » o» Add Application Code

3. Copy the Generated Code

e Aunique code will appear. This will act as your Outlook password

o Copy the code and paste it into your Outlook email client during setup or password prompt

Mail Contacts Calendar Tasks Briefcase Preferences
Cancel
Preferences
Genera Email address:
Accounts

Account Name: |Primary Account

Mail

Settings for Sent Messages

From: Choose w

Reply-to:

Signature:

Add Application Code

Account Security:

- Enter this passcode when using the application for the first time to sign in to
One-time Codes; 5 M - -
account. This passcode gives your application permission to access your a#unt.
Trusted Devices:
Applications:

Application Passcode: JZCTIFGKGQBASJHX

Close

Add Application Code
« 4 uly 2025 > »

You have successfully linked your Outlook application with 2FA! Your email client will now
work securely with your @iWay email.
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Flnal Tips

Never share your 2FA code or password with anyone

« Keep your Authenticator App backed up or linked to a cloud account to avoid
losing access

« For help with setting up 2FA on your @iWay email or general support, contact us:

0800 202020 or 11444
info@iway.na

www.iway.na
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